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January 14, 1994

Mr William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW ,
Washington, DC 20554 J
Re: CC Docket no. 93-29~

Dear Mr. Canton:

I am a telecommunications professional who is responsible for my company's
telecommunication systems security and I am aware that although I may reduce the risk,
no matter how many steps I take to secure my system, I am still vulnerable to toll fraud.
That is why I am so encouraged by the proposed rule making.

PBX owners should not be responsible for 1000.10 of toll fraud ifwe are not controlling
1000.10 ofour destiny. This destiny is ultimately controlled by not only our implementation
and proper use ofPBX security features but by the information, equipment and services
proVided by Interexchange Carriers, Local Exchange Carriers and Computer Processing
Equipment vendors. The legal obligations ofthe IXCs, LECs, and CPE vendors should
provide the proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and AT&T
NetprotectTM) and insurance companies are too expensive. Monitoring and proper
notification by the IXCs must be a part of the basic interexchange service offerings. This
should eliminate cases of toll fraud greater then 24 hours.
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LECs must also provide monitoring and proper notification as a part oftheir basic service
offerings. Local lines are as vulnerable to toll fraud. As the line between IXC and LEC
becomes fuzzier, monitoring and proper notification by all carriers will be even more
applicable.
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CPE vendors need to provide telecommunications security as a cost ofdoing business
instead of an opportunity to sell additional products and services. CPE vendors should be
required to provide warnings about the risks oftoll fraud, as it specifically relates to their
equipment and provide solutions to reduce the risk oftoll fraud. All CPE should be
delivered without standard default passwords, which are well known to the criminal
community. All login IDs, including those used by the vendor, should be disclosed at the
timeofp~ lAd at installation..All customer pBSiwords should be changed or created
at iDstallation·1Dd the customer should receive written assurance that all vendor passwords
will meet minimum requirements regarding length, change schedule, and alpha numeric
format. CPE vendors should be encouraged to offer security related hardware and
software in the price oftheir systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability will require
clearly defining the responsibilities ofthe;

-CPE owner to secure their equipment
-CPE vendors to warn customers ofthe specific toll fraud risks
associated with their equipment

-!XCs and LECs to offer detection, notification, prevention, and
education offerings and services

Iftoll fraud occurs due to the negligence ofone or more parties then the financial loss
should be equitably distributed among those negligent parties. Iftheir is no proven
negligence the financial loss should be equitably distributed among CPE owner, and all
CPE vendors(s), LEC(s), and IXC(s) involved.

Toll Fraud il$. financially devastating problem that effects the entire telecommunications
industry including users, vendors and carriers. I am sure that ifwe all work together we
can and will make a positive impact on this problem.

Sincerely,
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Dear Mr. Canton:

r ,1'\ ...." "',f'"OC :"'"', ,"" ,-rd"," ""'""G'll' I,), il /\": ,111 ,', J~''. I '~"! .:![\II..
I· - " ~ , ,:... "\.• -' I ..... '". '_'1n l

RECElveo
It: '•.AiI f 'MJ ~lt~:.4!· """' 1fI:'i!.', ', , ;'::'\-:'

FCC MAIL ROOM ......::.:..

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The leg~1 obligations of the IXCs,LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCIDetectTH , and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the baiic .~exchange

service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.



CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financia,l loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll fraud is a financially devastating problem that effects the entire
telecommunications. industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,
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Mr. William F. Canton
Acting Secretary
Federal communication.. ,s,Commission
1919 M street •
Washington, D.C. 2055

RE: CC Docket 93-292

Dear Mr. Canton:

I aa a teleco..unications professional who is responsible for my
company's teleQo.-unication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to
secure my systems, I am still vulnerable to toll fraud. That is why I
am so encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are
not controllinglQO% of our destiny. This destiny is ultimatf!ly
controlled by !!liPt only our implementation and proper use of PBX
security.featU~.8 but by the information, equipment and services
provided by I~C., LECs and CPE vendors. The legal obligations of the
IXCs, LECs and CPE vendors should provide the proper incentive to
reduce and eliminate all toll fraud.

• TN TNCUrrent proqramA offered by some IXCs (Spr1nt Guard , MCI Detect , and
AT&T Netprotect ) and insurance companie~are too expensive.
Monitoring a~,H"'r notification by the IXCs must be a part of the
basic interexc:lhMnge service offerings. This should eliminate cases of
toll fraud greater than 24 hours.

LECS must also provide monitoring and proper notification as a part of
their basic se~ice offerings. Local lines are as vulnerable to toll
fraud. As the line between IXC and LEC becomes fuzzier, monitoring and
proper notifioation by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of
doinq business instead of an opportunity to sell additional products
and services. CPE vendors should be required to provide warnings about
the risks of toll fraud, as it specifically relates to their equipment
and provide solutions to reduce the risk of toll fraud. All CPE should
be delivered without standard default passwords, which are well known
to the criminal co..unity. All login IDs, inclUding those used by the
vendor, should be disclosed at the time of purchase and at
installation. All customer passwords should be changed or created at
installation and the customer should receive written assurance that all
vendor passwQrds will meet ainiaua requirements regarding length,
chanqe schedule, and alpha nUlleric format. CPE vendors should be
encouraged to offer security related hardware and software in the price
of their systems.

The provisions outlined in the NPRM are fair and equitable. Shared
liability will require clearly defining the responsibilities of the:

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then
the financial loss should be equitably distributed among those
negligent parties. If there is no proven negligence, the financial
loss should be equitable distributed among CPE owner, and all CPE
vendor(s)., LEC(s) and IXC(s) involved.

Toll fraud is a financially devastating problem that affects the entire
telecommunications industry inclUding users, vendors and carriers. I
am sure that if we all work together we can and will make a positive
impact on this problem.

Sincerely,

~~!~
Manager of Telephone Services
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Mr. William F ~ Canton
Acting Secretary
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1919 M Street NW
Washington, D.C. 20554

0: CC Docket 93-292

Dear Mr. Canton:
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It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the !XC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for l00~ of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided !XCs, LEes and CPEs, the law should
reflect that.- It is preposterous to think that the !XCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipmen,.~ without
default passwords, which are well known within ta'1e hacker community. PasllNords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the !XCs were
monitoring ill traffic, there wouldn't be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only thackt to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $S billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud IS an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

MANrv;.&, VDl&~~Y
G.~p 1-teAL-rn Ct:x:>P~\JE. ClF (JU~ErS00foJ.D
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Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, D.C. 20554)

RE: CC Docket 93-292-
Dear Mr. Canton:
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It was with greatiotetest I read the recent FCC NoticeofPtoposed Rillemating concerning Toll
Fral1d:: As.a teleconununi~atio~professionahvhois're8pOllSl'blefotmy complnY~s .' - :<.

commqnic~tions·system;.I amencoU1B8edJy,-tho-~rulemakiI1gbecaUle even:tlloUgh-I· ::)'.
hav~ ,taken'each andteverypro~ective st~~d)ltleIlded1by thelXC~sud CPBvendOts:to secure
my system~ I can stillexperience toll fraud. :It-isitnpossible-to: secure my·-systemlOOOAifrom
fraud.

PBX owners should not be responsible for l000/tt ofthe toll fraud ifwe don't control 100% ofour
destiny. Since our destiny is not only controlled by our PBX security precautions, but also by the
information, services and equipment provided IXCs, LECs and CPEs, the law should ret1ect that.
It is preposterous to think that the IXCs, LECs and CPEs who all have a very important part in
this issue, have absolutely no legal obligations to warn customers and therefore, no real incentive
to stop fraud.

CPEs should be required to provide warnings about the risks oftoll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation ofthe equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price oftheir systems.

While:the programs offeredbyJXCs, such as J\-T&TN~rotect,havebr()ken new ground in
relation to:preventing: toll fraud, they, still don't ·dOeIlQugh;· SoMe·ofthese 'servi~s,Stelao ,; (;,.:?!: ..

expensive:for iSmaller,cornpanies and the ·edticationaJ infonnation is superficial: MOl!UtoAdg ;by the
IXCsshould be"apart ofthe basic·interexchange serviceotTerit1gs, as all compames, large and
small,· are wlnerable to toll fraud. Ifthe IXes were monitoring all traffic, there wouldn't be any'
cases oftol1 fraud for periods longer than a day. As hackers begin new methods ofbreaking into
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systems by using local lines instead of800 numbers, the LECs should be required to offer
monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions ofthe specific responsibilities ofthe CPE owner to
secure their equipment, the manufacturer to adequately warn the customer ofthe toll fraud risks
associated with features. of the CPE, andthe lXCs.and LECs to offer detection lind prevention. .

programs and educational services. Iftoll fraud occurs and one of the parties shouJid fail to meet
these responsibilities and prove to be negligent, then they should bear the cost ofthe fraud. I do
not believe any damages should be awarded to the aggrieved parties. Should all parties have met
the aforementioned responsibilities, and toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom ofthe problem oftoll fraud and not the
cause.

The root ofthis crime oftoll fraud is the hacker community. As the information highway widens,
so do the endless opportunities for hackers to compromise our communication systems. I do not
believe it when the hackers state they only "hack" to gain knowledge. Ifthis were the case, there
would not be a toll fraud problem. While it is the hacker who breaks into the systems and sells
the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators oftoll fraud.

Toll fraud is aaill~ fraudulent theft ofservice. I am encouraged that ifwe all work together
we can make a positive impact on this terrible problem.

Sincerely,

~St e"yVV~I/.\JC-/''-1
Manager Office Services
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Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW '
Washington, D.C. 20554/

RE: CC Docket 93-292
r<

Dear Mr." Canton:

GULFPOlT

Itwas,-with great interest I read the recent FCC Notice of Proposed Rulemaking
concerning Toll'Fraud. As a telecommunications professional who is responsible for my
company's commllnications systems, I am encouraged by the proposed rulemaking because
even though I have taken each and every protective step recommended by the IXC's and
CPE's vendors to secure my systems, I can still experience toll fraud. It is impossible to
secure my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control
100% of our destiny. Since our destiny is not only controlled by our PBX security
precautions, but also by the information, services and equipment provided !XCs, LECs and
CPEs, the law Should reflect that. It is preposterous to think that the IXCs, LECs and CPEs
who all have a very important part in this issue have absolutely no legal obligations to warn
customers and therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their
equipment and provide recommended counter methods. It is critical that CPEs ship
equipment without default passwords which are well known within the hacker community.
Passwords' should be created during the installation of the equipment with the customers full
knowledge. .CPEs should be required to include security-related hardware and software in the
price of their systems. When you buy a car, the lock and key are provided in the design and
price of tne~ car~ Not an adjunct that you have to purchase later.

TEL: (601) 863-1441 • fAX: (601) 865-3378 • 4500 Thirteenth Street • Post Office Box 1810 • Gulfport, MS 39502-1810 b
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While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and
Sprint Guard have broken new ground in relation to preventing toll fraud, they still don't do
enough. Some of these services are too expensive for smaller companies and the educational
infonnation is superficial. Monitoring by the IXCs should be a part of the basic
interexchange service offerings, as all companies, large and small, are vulnerable to toll fraud
If the IXCs were monitoring all traffic, there wouldn't be any cases of toll fraud for periods
longer than a day.

As hackers begin new methods of breaking into systems by using local lines instead of
800 numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and
equitable. Shared liability will require dear definitions of the specific responsibilities of the
CPE owner to secure their equipment, the manufacturer to adequately warn the customer of
the toll fraud risks associated with features of the CPE, and the IXCs and LECs to offer
detection and prevention programs and educational services. If toll fraud occurs and one of
the parties should fail to meet these responsibilities and prove to be negligent, then they
should bear the cost of the fraud. I do not believe any damages should be awarded to the
aggrieved parties. Should all parties have met the aforementioned responsibilities, and toll
fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and
not the cause.

The root of this insidious crime of toll fraud is the hacker community. As the
infonnation highway widens, so do the endless opportunities for hackers to compromise our
communication systems. I do not believe it when the hackers state they only "hack" to gain
knowledge. If this were the case, there wouldn't be a toll fraud problem. While it is the
hacker who breaks into the systems and sells the infonnation, it is the call sell operations that
truly profit from it.

Until we come up with a adequate method for law enforcement to catch and prosecute
these criminals, toll fraud will continue to grow beyond the $5 billionproblew it is today.
We must develop legislation that clearly defines and penalizes this criminal activity and gives
law enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all
work together we can make a positive impact on this terrible problem.

Sincerely,

dL~
Charles Townson, FACHE
Director Infonnation Systems
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January 12, 1994

Hr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 H Street NY j
Washington, D.C. 20554

RE: CC DOCKET 93-292-
Dear Hr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking
concerning Toll Fraud. As a telecommunication professional who is responsible
for my company's communications systems, I am encouraged by the proposed
rulemaking. I walk a tight rope wondering when my company's communications will

,be hacked, as they say, there are only two types of companies, THOSE THAT WERE
HACKED AND THOSE THAT WILL BEl

'PBX owners should not be responsible for 100% of the toll fraud if we don't
control 100%. If the equipment and services provided by the LECs, IXCs, CPEs,
are also open for Toll Fraud, shouldn't they be held as responsible as the PBX
owner for all costs? Perhaps if they had a legal obligation to warn customers
of know weaknesses and be held liable for half of the monetary value, they might
have a real incentive to fight a full battle against hackers.

It takes me about an hour to read through all of the reports from the monitoring
devices I have in place that will alert me of hacking. In addition to the cost
of these monitors, production time lost is considered a major loss.

We must develop legislation that clearly defines and penalizes this criminal
activity and gives law enforcement the tools it needs to track and prosecute the
perpetrators of toll fraud.

\

WANdA.s. A~ r-ts+/
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____------150 years _
Over one hundred and fifty years of progress and stability
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January 13, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW j
Washington, DC 20554

Re: CC Docket no. 93-292
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Dear Mr. Canton:
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I am a telecommunications professional who is re.ponsible for my
company's telecommunication systems and I am paintully aware that
although I may reduce the risk, no matter how many steps I take to
secure my systems, I am still vulnerable to toll frau~. That is
why I am so en~ouraged .by the proposed rule making.

~ " . ." , ' ,,' . -' ,,' , ,. . " .' ',.

P~X' o'trlriers. should -~ not, be 'r••potl.(ble ~.dr',,100' ~ of' tOtl=t%'.ud 'if we
are ,nof:cont'rol.l,ing: lOOt., "<;)'f.oUr' ·~:4••tlnY~ ~"- c1fli8(·~;.'a.stiny· is
ultin\at~ly~:c::ontro'l:1~4 by not, brily' oUr :i.Jiii~~t:a~~OI(:a¥ p~op~r ,use
of ,PBX, security feat~res but by the int'opatiOnt ':8CNipiaent and
services provided by' IXCs, LECs andCPE" vendors.'" The legal
obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard, MCI Detect and
AT&T Netprotect) and insurance companies are too expensive.
Monitoring and proper notification by the IXCs must be a part of
the basic interexchange service offerings. This should eliminate
cases of toll fraud greater then 24 hours.

LECs must also provide monitoring and proper notifioation as a part
of their basic service offerings. Local lines are as vulnerable to
toll fraud. As the line between IXC and LEC bec01l.S fuzzier,
monitoring and proper notification by all carriers will be even
more applicable.

CPE vendors need to ,provide telecommunications ·securi1;y.as a cost
of doing, .', business l.nstea<iof ,.an oPPoxtUnity' to:···••ll f

• .dditlonal
produc~sand,servic.s. CPE y~ndors'sl'1ouldbe requl.r8ctto provide
warnIngil" "bout the rls~s of" toll fraud ~,' as 'it sp,e~tJc.JIY·relates
to their'equipment and provide'solutions to reduce lth. r£sk ot'" toll
fraud. ALL CPE should be delivered without standard default
passwords, which are well known to the criminalc~ity. All
login IDs, including those used by the vendor, should be disclosed

~. of CopIesrec'd~ 180 EAST BROAD STREET
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at the time of purchase and at installation. All customer
passwords should be changed or created at installation. All
customers should receive written assurance that all vendor
passwords will meet minimum requirements regarding length, change
schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the
price of their systems.

The provisions outlined in the NPRM are fair and equitable. Shared
liability will require clearly defining the responsibilities of
the;

-CPE owner to secure their equipment
-CPE vendors to warn customers of the specific toll fraud
risks associated with their equipment

-IXCs and LECs to offer detection, notification,
prevention, and education offerings and service.

If toll fraud occurs due to the negligence of one or more parties
then the financial loss should be equitably distributed among those
negligent parties. If their is no proven negligence the financial
loss should be equitably distributed among CPE owner, and all CPE
vendor(s), LEC(s) and IXC(s) involved.

Toll Fraud is a financially devastating problem that effects the
entire telecommunications industry including users, vendors and
carriers. I am sure, that if we all work together we can and will
make a positive impact on this problem.

~p~~~",
Samuel R. Barney,
Voice Network
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission

1919 M Street NW j
Washington, DC 20554

Re: CC Docket no. 93-292

Dear Mr Canton:

I am a telecommunications professional who is responsible for my company's telecommunication
systems and I am painfully aware that although I may reduce the risk, no matter how many steps
I take to secure my systems, I am still vulnerable to toll fraud. That is why I am so encouraged by
the proposed rule making.

PBX owners should not be responsible for 100% oftoll fraud if we are not controlling 100% of
our destiny. This destiny is ultimately controlled by not only our implementation and proper use
ofPBX security features but by the information, equipment and services provided by IXCs,
LECs and CPE vendors. The legal obligations of the IXCs, 'LECs and 'CPE vendors should
provide the proper incentive to reduce and eliniinate all toll fraud. '

Current programs offered by some IXCs (Sprint Guard, MCI Detect, and AT&T Netprotect) and
insurance companies are too expensive. Monitoring and proper notification by the IXCs must be
a part of the basic interexchange service offerings. This should eliminate cases of toll fraud
greater than 24 hours.

LECs must also provide monitoring and proper notification as a part of their basic service
offerings. Local lines are as vulnerable to toll fraud. As the line between IXC and LEC becomes
fuzzier, monitoring and proper notification by all carriers will be even more applicable.

CPE vendors need to provide telecommunications security as a cost ofdoing business instead of
an opportunity to sell additional products and services. CPE vendors should be required to
provide warnings about the risk of toll fraud, as it specifically relates to their equipment and
provide solutions to reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All login IDs, including
those used by the vendor, should be disclosed at the time of purchase and at installation. All
custom.er passwords should be changed or created at installation and the ,customer shoidd receive
written asSurance that all vendor passwords will meet minimum requirements regarding length,
change, schedule, and alpha numeric format. CPE vendors should be encouraged to offer
security related hardware and software in the price of their systems.

No',C11 Collies lIlC'd ,(J..: .
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The provisions outlined in the NPRM are fair and equitable. Shared liability will require clearly
defining the responsibilities of the;

-CPE owners to secure their equipment
-CPE vendors to warn customers of specific toll fraud risks

associated with their equipment
-IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one more parties then the financial loss should be
equitable distributed among those negligent parties. If there is no proven negligence, the
financial loss should be equitably distributed among CPE owners, and all CPE vendor(s), LEC(s)
and IXC(s) involved.

Toll Fraud is a financially ,devastating problem that effects the entire telecommunications
industry including users, vendors and carriers. I am sure that ifwe all work together we can and
will make a positive impact on this problem.

Sincerely,

)n~
MiriamM.Delan~
Director of Telecommunications
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January 10, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr.Canton:

It was with great interest I read the recent FCC Notice ofProposed Rulemaking
concerning Toll Fraud. As a telecommunications professional who is responsible for my
company's communications systems, I am encouraged by the proposed rulemaking
because even though I have taken each and every protective step recommended by the
IXC's and CPE vendors to secure my systems, I can still experience toll fraud. It is
impossible to secure my system 100% from fraud.

PBX owners should not be responsible for 100% ofthe toll fraud ifwe don't
control 100% of our destiny. Since our destiny is not only controlled by our PBX security
precautions, but also by the information, services, and equipment provided IXCs, LECs,
and CPEs, the law should reflect that. It is preposterous to think that the ICXs, LECs and
CPEs who all have a very important part in this issue, have absolutely no legal obligations
to warn customers and therefore, no real incentive to stop fraud.

CPEI."ould be required to provide warnings about the risks oftoll fraud with
their equipment and provide recommended counter methods. It is critical that CPEs ship
equipment without default passwords which are well known within the hacker community.
Passwords should be created during the installation ofthe equipment with the customers
full knowledge. CPEs should be required to include security-related hardware and
software in the price of their systems. When you buy a car, the lock and key are provided
in the design and price of the car. Not an adjunct that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and
Sprint Guard have broken new ground in relation to preventing toll fraud, they still don't
do enough. Some ofthese services are too expensive for smaller companies and the
educational information is superficial. Monitoring by the IXCs should be part of the basic
interexchange service offerings, as all companies, large and small, are vulnerable to toll
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fraud. If the IXCs were monitoring all traffic, there wouldn't be any cases of toll fraud for
periods longer than a day. As hackers begin new methods ofbreaking in to systems by
using local lines instead of800 numbers, the LECs should be required to offer monitoring
services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair
and equitable. Shared liability will require clear definitions ofthe specific responsibilities
of the CPE owner to secure their equipment, the manufacturer to adequately warn the
customer ofthe toll fraud risks associated with features of the CPE, and the IXCs and
LECs to offer detection and prevention programs and educational services. If toll fraud
occurs and one ofthe parties should fail to meet these responsibilities and prove to be
negligent, then they should bear the cost of the fraud. I do not believe any damages
should be awa,rded t9 the aggrieved parties. Should all parties have met the
aforementioned reiponsibilities, and toll fraud occurs, then liability should be shared
equally.

However, shared liability only addresses the symptom ofthe problem of toll fraud
and not the cause.

The root of this insidious crime oftoll fraud is the hacker community. As the
information highway widens, so do the endless opportunities for hackers to comprise our
communication systems. I do not believe it when the hackers state they only "hack" to
gain knowledge. If this were the case, there wouldn't be a toll fraud problem. While it is
the hacker who breaks in to the system and sells the information, it is the call sell
operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and
prosecute these criminals, toll fraud will continue to grow beyond the $5 billion problem it
is today. We must develop legislation that clearly defines and penalizes this criminal
activity and gives law enforcement the tools it needs to track and prosecute the
perpetrators oftoll fraud.

ToUftl.oo is an illegal, fraudulent theft ofservice. I am encouraged that ifwe all
work together we can make a positive impact on these terrible problem.

Sincerely,

Q.;~.
Patricia A. Weyl
Corporate
Telecommunication
Manager

PAW/saw
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Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, DC 20554 )

RE: CC DOCI<F.T NO. 93-29~

Dear Mr. Canton:

I am a telecommunications professional who is responsible for my company's
telecommunication systems and I am painfully aware that although I may reduce the
risk, no matter how many steps I take to secure my systems, I am still vulnerable to toll
fraud. That is why I am so encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not only our
implementation and proper use of PBX security features but by the information,
equipment and services provided by IXCs, LECs and CPE vendors. The legal obligation
ofthe IXCs, LECs and CPE vendors should provide the proper incentive to reduce and
eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard-, MCI Oetecf, and AT&T
Netprotecf) and insurance companies are too expensive. Monitoring and proper
notification by the IXCs must be a part of the basic interexchange service offerings.
This should eliminate cases of toll fraud greater then 24 hours.

\

LECs must also provide monitoring and proper notification as a part of their basic
service offering. Local lines are as vulnerable to toll fraud. As the line between IXC and
LEC becomes fuzzier, monitoring and proper notification by all carriers will be even more
applicable.

CPE vendors need to provide telecommunications security as a COlt of doing
business instead of an opportunity to sell additional products and sarvie.s. CPE vendors
should be required to provide warnings about the risks of toll fraud, as it specifically
relates to their equipment and provide solutions to reduce the risk of toll fraud. All CPE
should be delivered without standard default passwords, which are well known to the
criminal community. All login IDs, including those used by the vendor, should be
disclosed at the time of purchase and at installation. All customer passwords should be

J601 w,,, Thl""", MU, Ro,d Roy,1 O,k, Michl,," ""'73-6769 13131 551-5000 ((J) - '. ,
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changed or created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding length, change
schedule, and alpha numeric format. CPE vendors should be encourage to offer security
related hardware and software in the price of their systems.

The provisions outline in the NPRM are fair and equitable. Share liability will
require clearly defining the responsibilities of the;

• CPE owner to secure their equipment
• CPE vendors to warn customers of the specific toll fraud risks associated

with their equipment.
• IXCs and LECs to offer detection, notification, prevention, and education

offerings and services.

If toll fraud occurs due to the negligence of one or more parties then the financial
loss should be equitably distributed among those negligent parties. If their is no proven
negligence the financial loss should be equitably distributed among CPE owner, and all
CPE vendor(s), LEC(s), IXC(s) involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure, that if we
all work together we can and will make a positive impact on this problem.

Sincerely,

Kathy Grady
Systems Manager

cc: Stacey Petsikas

C:\dt\wp\misc\canton
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3030 Jackson Avenue

P. O. Box 377
Memphis, TN 38151-0001 U.S.A.

January 12, 1994

Mr. William F. Canton
Acting secretary
Federal Communications Commission
1919 M street NW
Washington, DC 20554

Re: CO Docket DC. 93-29~~
Dear Mr. Canton:

cfI Schering-Plough
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I am a telecommunications professional who is responsible for my
company's telecommunication systeaa and I aa aware that although I
may reduce the risk, no aatter how many steps I take to secure my
systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we
are not control1ing 100% of our destiny. This destiny is
ultim~tely controlled by not only our implementation and proper use
of PBX security features but by the information, equipment and
services provided by IXCs, LECs, and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs and insurance coapanies are
too expensive. Monitoring and proper notification by the IXCs must
be a part of the basic interexchange service offerings. This should
eliminate cases of toll fraud greater than 24 hours.

LECs must also provide monitoring and proper notification as part
of their basic service offerings. Local lines are as vulnerable to
toll fraud. As the line between IXC and LEC becomes fuzzier,
monitoring and proper notification by all carriers will be even
more applicable.

CPE vendors need to provide telecommunications security ~s a cost
of doiJ1Cj business instead of an opportunity to sell additional
products and services. CPE vendors should be required to provide
warnings about the risks of toll fraud, as it specifically relates
to their equipment and provide solutions to reduce t~e risk of toll
fraud. All CPE should be delivered without standard default
passwords, which are well known to the criminal community. All b
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login IDs, includinq those used by the vendor, should be disclosed
at the time of purchase and at installation. All customer
passwords should be changed or created. at installation and the
customer should receive written assurance that all vendor passwords
will meet minimum requirements reqardinq lenqth, chanqe schedule,
and alpha numeric format. CPE vendors should be encouraqed to
offer security related hardware and software in the price of their
systems.

The provisions outlined in the NPRM are fair and equitable. Shared
liability will require clearly defininq the responsibilities of
the;

• CPE owner to secure their equipment
• CPE vendors to warn customers of the specific toll fraud

risks associated with their equipment
• IXCs and LECs to offer detection, notification,

prevention, and education offerinqs and services

If toll fraud occurs due to the neqliqence of one or more parties
then the financial loss should be equitably distributed amonq those
neqliqent parties. If their is no proven neqliqence the financial
loss should be equitably distributed amonq CPE owner, and all CPE
vendor(s), LEC(s) and IXC(s) involved.

Toll fraud is a financially devastatinq problem that effects the
entire telecommunications industry includinq users, vendors and
carriers. I am sure that if we all work together we can and will
make a positive impact on this problem.

Sincerely,

tJ. h~~-:J/~
W. Dale Mathis



January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, DC 20554

Re: CC Docket no. 93-292
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint GuardTH, MCI Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financi~1 loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
teiecOilJmunications industry induding users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,

~~{k
Sandy Cox
Sr. Telecomm Analyst
TX Guaranteed Student Loan Corp.


